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Policy 332: Use of Unmanned Aerial Vehicles

PURPOSE

The purpose of this policy is to establish guidelines for the use of an unmanned aerial system
(UAS) and for the storage, retrieval, and dissemination of images and data captured by the
UAS.

MN Statute section 626.19 Subd.10 requires that any local law enforcement agency that uses
or proposes to use a UAV must establish and enforce a written policy governing its use,
including requests for use from government entities.

Order 332.1: Definitions

Remote Pilot in Command (RPIC): A person who holds a remote pilot certificate with a UAS
rating and has the final authority and responsibility for the operation and safety of a UAS
operation conducted under FAA's Small UAS Rule (Part 107).

Unmanned Aerial System (UAS): An unmanned aircraft of any type that is capable of sustaining
directed flight, whether preprogrammed or remotely controlled without the possibility of direct
human intervention from within or on the aircraft (UAV), and all of the supporting or attached
systems designed for gathering information through imaging, recording, or any other means.

Unmanned Aerial vehicle (UAV): MN Statute Section 626.19 Subd.1 states: "unmanned aerial
vehicle" or "UAV" means an aircraft that is operated without the possibility of direct human
intervention from within or on the aircraft.

Visual Observer: A person acting as a flight crew member who assists the small UAS RPIC
and the person manipulating the controls to see and avoid other air traffic or objects aloft or on
the ground.

POLICY

Order 332.2: Protect Life and Property

Unmanned aerial systems may be utilized to enhance the LPD’s mission of protecting lives
and property when other means and resources are not available or are less effective.
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Any use of a UAS will be in strict accordance with constitutional and privacy rights.

Order 332.3: Privacy
The use of the UAS potentially involves privacy considerations.

Absent a warrant or exigent circumstances, operators and observers shall adhere to FAA
altitude regulations and shall not intentionally record or transmit images of any location where
a person would have a reasonable expectation of privacy (e.g., residence, yard, enclosure).

Operators and observers shall take reasonable precautions to avoid inadvertently recording or
transmitting images of areas where there is a reasonable expectation of privacy. Reasonable
precautions can include, for example, deactivating or turning imaging devices away from such
areas or persons during UAS operations.

Order 332.4: Requirements for Deployment
SEARCH WARRANT

In accordance with MN Statute section 626.19 Subd. 2, the LPD must not use a UAS without a
search warrant issued under this chapter, except as provided in Authorized Use:

AUTHORIZED USE
In accordance with MN Statute section 626.19 Subd. 3, the LPD may use a UAS:

e During or in the aftermath of an emergency situation that involves the risk of death or
bodily harm to a person;

e Over a public event where there is a heightened risk to the safety of participants or
bystanders;

e To counter the risk of a terrorist attack by a specific individual or organization if the LPD
determines that credible intelligence indicates a risk;

e To prevent the loss of life and property in natural or man-made disasters and to facilitate
operational planning, rescue, and recovery operations in the aftermath of these
disasters;

e To conduct a threat assessment in anticipation of a specific event;

e To collect information from a public area if there is reasonable suspicion of criminal
activity;

e To collect information for crash reconstruction purposes after a serious or deadly
collision occurring on a public road;

e Over a public area for employee training or public relations purposes; and

e For purposes unrelated to law enforcement at the request of a government entity,
provided that the government entity makes the request in writing to the LPD and
specifies the reason for the request and proposed period of use.
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FAA REQUIREMENTS

In accordance with MN Statute section 626.19 Subd. 4, the LPD must comply with all Federal
Aviation Administration (FAA) requirements and guidelines, including, but not limited to:

e Daytime operation:
o UAS operations should primarily be conducted during daylight hours and only
operated in the dark when the situation calls for immediate action.
e Populated areas:
o A UAS should not be flown overpopulated areas without FAA approval.
e Pilot and observer:
o Deployment can only be conducted if there is an authorized Remote Pilot in
Command and a trained Visual Observer conducting the mission.
e Policy and law:
o A UAS shall only be deployed in accordance with LPD policy and MN Statute
section 626.19.
e Authorization required:
o A UAS shall only be deployed when authorized by the Commander of Patrol
Operations, or the rank of Commander or above.

Order 332.5: Prohibited Use

In accordance with MN Statute section 626.19 Subd.4 the Lakeville Police Department shall
not:

e Deploy a UAV with facial recognition or other biometric-matching technology or search
the data from a UAS with facial recognition or other biometric-matching technology,
unless expressly authorized by a warrant.

e Equip a UAS with weapons.

e Use a UAS to collect data on public protests or demonstrations, unless expressly
authorized by a warrant or an exception applies the authorized use portion of this policy.

ADDITIONAL PROHIBITED USE

The UAS video surveillance equipment shall not be used to:

e Conduct random surveillance activities

e Target a person based solely on actual or perceived characteristics such as an
individual’s race, color, creed, religion, ethnic/national origin, gender, gender identity,
age, disability (including pregnancy), or characteristics identified as sexual orientation,
affectional preference, marital status, familial status, status with regard to public
assistance and veterans status

e Harass, intimidate, or discriminate against any individual or group

e Conduct personal business of any type
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Order 332.6: Use of Vision Enhancement Technology

Use of vision enhancement technology not generally available to the public is permissible in
viewing areas only:

e Where there is no protectable privacy interest, or

e When in compliance with a search warrant or court order.

In all other instances, legal counsel should be consulted prior to using vision enhancement
technology.

Order 332.7: Program Coordinator

The Lakeville Police Department will appoint a program coordinator who shall be responsible
for the management of the UAS program. The program coordinator shall ensure that policies
and procedures conform to current laws, regulations and best practices.

Order 332.8: Training Required

Only authorized operators who have completed the required training shall be permitted to
operate the UAS.

Order 332.9: Evidence

Per MN Statute 626.19 Subd. 7; information obtained or collected by the LPD in violation of
this section is not admissible as evidence in a criminal, administrative, or civil proceeding
against the data subject.

Order 332.10: Procedures/Regulations
DATA CLASSIFICATION

In accordance with MN Statute 626.19 Subd.6, data collected by a UAS are private data on
individuals or nonpublic data, subject to the following:
e |If the individual requests a copy of the recording, data on other individuals who do not
consent to its release must be redacted from the copy;
e UAS data may be disclosed as necessary in an emergency situation under subdivision
3, clause (1);
e UAV data may be disclosed to the government entity making a request for UAV use
under subdivision 3, clause (9);
e UAV data that are criminal investigative data are governed by MN Statue section 13.82,
subdivision 7; and
e UAV data that are not public data under other provisions of chapter 13 retain that

classification.
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Order 332.11: Data Retention

Notwithstanding MN Statute section 138.17, the LPD shall delete data collected by a UAS as
soon as possible, and in no event later than seven days after collection unless the data is part
of an active criminal investigation.

Order 332.12: Tennessen Warning

The MN Statute on Tennessen Warnings (Section 13.04, subdivision 2), does not apply to data
collected by a UAS.

Order 332.13: Documentation Required

The following information shall be documented in a police report for each use of a UAS, per
MN Statute section 626.19 Subd. 5:
e The unique case number connected to the deployment.
e The factual basis for the use of a UAS
e |dentify whether a warrant was obtained, or an exception under subdivision 3 applied
o If an exception applied, identify which one

EXCEPTION
A Police Report is not required for UAS training or using the UAS for public relations purposes.
FLIGHT LOG

A flight log of the aircraft shall be completed following deployment. The log shall contain:
e The name and badge numbers of the pilot and visual observer;

The authorized use, search warrant or authorized exception;

The supervisor that authorized the UAV deployment;

A mission synopsis and results; and

Any performance issues, if applicable.

Digital logs of aircraft mission profiles will be retained pursuant to FAA guidelines.
Order 332.14: Required Reporting

In accordance with MN Statute section 626.19 Subd. 12: By January 15" of each year, the
LPD shall report to the commissioner of public safety the following information for the
preceding calendar year:

e The number of times a UAV was deployed without a search warrant issued under this

chapter
o ldentifying the date of deployment and authorized use of the UAV under
subdivision 3.
e The total cost of the LPD’s UAV program.
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Order 332.15: Program Coordinator Responsibilities

The UAS Program Coordinator (UAS PC) reports to the Operations Commander. The UAS PC
is responsible for the day-to-day operations and will have the following additional
responsibilities:

CERTIFICATION
The UAS PC shall coordinate the FAA Certificate of Waiver or Authorization (COA)
application process and ensure that the COA is current.

TRAINING
The UAS PC shall ensure that all authorized operators and required observers have
completed all required FAA and LPD-approved training in the operation, applicable
laws, policies, and procedures regarding use of the UAS.

SUBMIT REQUIRED REPORTS
The UAS PC shall prepare and submit the required annual report to the Commissioner
of Public Safety, per MN Statute section 626.19 Subd. 12.

POST POLICY
The UAS PC shall ensure the LPD policy regarding the use of UAV is posted on the
LPD’s website, as applicable, per MN Statute section 626.19 Subd. 10.

PROGRAM REVIEW
e The UAS PC shall review the program and UAS use for compliance with MN
Statute section 626.19.
e The UAS PC shall recommend program enhancements, particularly regarding
safety and information security.
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